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Public-safety personnel have 
access to more mission-critical
voice and data than ever before.
Requirements include new tech-
nologies and applications such as
push-to-talk (PTT) over cellular
(PoC), body cameras and location
mapping. As more organizations adopt these capabilities, networks must
also maintain pace to support them.

Leveraging carrier-based networks can provide greater access to this 
information and its users; however, these networks also introduce new 
challenges because mission-critical voice and data must compete for network
demands from other agencies and individuals.

What Is Backhaul?
A backhaul is a network that connects a system’s core infrastructure to

other smaller networks or devices at the edge. Backhauls are responsible for
transporting voice, data and control traffic. Backhauls can be wired, wireless
or a combination of both. 

In private networks, backhauls are managed by one or a few interoperating
agencies with a well-defined set of users. There is little resource competition
because there are fewer users and coordinated missions. 

Conversely, IP carrier-based backhauls support a broad scope of users,
including consumers, businesses, utilities and other government agencies.
Mission-critical voice and data must compete for bandwidth with other 
lower-priority applications and services. Because the First Responder 
Network Authority (FirstNet) is limited to public safety, the competition for
backhaul is reduced. However, even in a public-safety network, there is still
competition for throughput between the different agencies and their priorities.

What is QoS?
Quality of service (QoS) is a measure of a network’s overall performance.

Think of a large grocery store that carefully monitors foot traffic to determine
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how many checkout personnel need to be on staff on any particular day. 
But, the grocery store still needs to have the cash registers and check-out
lanes, even when they aren’t being used. In this example, the number of
checkout personnel is the QoS. The goal is to find the most efficient way to
manage traffic within the defined resources. The following describes several 
quantitative and qualitative measures of QoS. 

Availability. Availability means the system will be operational when needed.
Availability encapsulates concepts such as redundancy/backups, uptime 
percentage, site monitoring and best practices. Complex systems have more
failure points, which can lead to lower availability.

Implementing high availability is often difficult and expensive because of
the additional hardware and software licensing costs that do not translate 
directly into improved performance; therefore, any business case for high
availability must focus on the user impacts of system failures and the 
potential for loss of life and property. 

Reliability. While availability is a measure of the amount of time a system 
is in an operational state, reliability is a measure of how long a system 
functions as intended. Core infrastructure and any single points of failure
should be identified early in the design phase to ensure an appropriate level
of hardness is implemented at these points. 

Jitter. Jitter is a variation in periodic signal timing. Many systems depend
on inputs, such as clock signals, that occur at regular intervals for proper 
operation. Excess jitter can cause performance issues, especially when 
multiple sites are located miles apart, for example, in simulcast systems.

Packet Loss. Packet loss is a measure of how much voice and data are
lost during a transmission. Packet loss can be caused by network congestion,
poor-quality transmission links, unmaintained hardware, and weather and 
atmospheric conditions. Many systems with built-in error correction will drop
packets if there are too many bit errors independent of their content. 

Throughput. Throughput describes the bandwidth required during typical
and peak demand. Throughputs should be estimated based on the types of
voice and data used and how many users are expected to use the system. If a 
system’s throughput exceeds the network’s available bandwidth, problems
such as packet loss and jitter may occur.

Latency. Latency is a measure of the amount of time it takes information 
to travel between two endpoints on a network. This is a factor of the speed 
of transmission and throughput at each hop along the transmission path. 

Security. Before an organization entrusts its voice and data to a third-party
backhaul, the backhaul provider must guarantee those transmissions cannot
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be intercepted, falsified or maliciously blocked. The public-safety organization
also has a responsibility to ensure transmissions are encrypted and decrypted,
when necessary, at the appropriate endpoints in accordance with government
and industry guidelines and best practices.

Priority. Priority refers to the classification assigned to the voice and data
packets. IP applications typically use differentiated services code point
(DSCP), while Third Generation Partnership Project (3GPP) Long Term 
Evolution (LTE) systems use QoS class identifier (QCI). Some classifications
include best effort, bulk data, network management, mission critical, video
streaming and voice. Using DSCP and QCI requires the applications and 
devices generating voice and data to properly mark their packets with a
value that maps to the correct priority class within the backhaul.

It is important to know how different types of traffic are prioritized in the
network and resolve any potential conflicts ahead of time.

Why is QoS Important?
In the summer of 2018, the Mendocino Complex Fire raged through 

California. The fires were contained after 450,000 acres had burned. More
than $200 million was spent fighting the fires, which destroyed 280 structures,
damaged another 37 and left one firefighter dead. Ultimately, firefighters 
discovered their internet access became unusably slow when trying to 
coordinate an effective response.

It became painfully clear that the third-party backhaul was not providing 
the QoS the firefighters required in their greatest time of need. Upgrading 
the network to more speed is not sufficient if the underlying issues are not
addressed. 

QoS is vital to any organization reliant on mission-critical voice and data.
The ability for first responders and dispatchers to be heard translates 
directly into saving lives. The problems highlighted by the 2018 fire are 
common to many systems. Specifically, peak usage is challenging to predict,
and an organization’s need to access mission-critical resources may occur 
at the same time those resources are at capacity, with other organizations 
demanding access at the same time. 

There is no one-size-fits-all QoS solution that can be uniformly shared 
between all public-safety organizations. The following questions should form
the basis of discussions when deciding how public-safety voice and data
need to be managed during transmission:
   n What is the minimum throughput required to support voice and data 
applications?

Why QoS Is Critical to Shared Public-Safety Backhaul I 23

MissionCritical Communications I www.MCCmag.com
The State of FirstNet: What Public-Safety Officials Need to Know about FirstNet and How It Interworks with P25 Systems



be integrated for decades and present unique opportunities for increased
functionality but only when the voice and data get through. 

A strong understanding of QoS concepts and parameters is invaluable 
to any agency that is dedicated to protecting lives. By having a better 
understanding of the parameters that can impact communications, decision-
makers can ensure that their organization will be heard. n
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   n What other data, including video, system management, database
lookups and mapping, will be required?
   n Will some users need the ability to pre-empt others?
   n Do the voice and data need to be secure in transit or logically separated
from other traffic?
   n What is the maximum latency, jitter and packet loss tolerated by the
voice and data applications?
   n What voice and data are most important to control, and which are of
less concern?
   n Does the carrier provide transparency and adhere to open standards?

The answers to these questions will help determine which QoS parameters
are most important and the factors to be included in a service level agreement
(SLA). An SLA is a contract that obliges the carrier to offer a level of service
and may include topics such as cost per megabyte or user, bandwidth and 
a description of how the network will prioritize traffic during congestion. A
poorly defined SLA may be discovered too late. A well-reviewed SLA will give
a public-safety organization confidence that first responders and dispatchers
will be heard, and problems like those experienced during the Mendocino
Complex Fire will not reoccur.

The SLA should, at a minimum, cover the following:
   n Who else, besides the organization, will use the backhaul? Do they
have SLAs that are in conflict or competition with the organization?
   n Does the SLA guarantee that the organization’s voice and data 
requirements will be met at all times? If not, does the SLA capture which
voice and data get higher priority?
   n How will the organization be compensated in the event of network 
unavailability?
   n Does the SLA guarantee no throttling of data when it is most needed?

In addition to the carrier’s SLA, the organization itself needs to ensure that
users do not use mission-critical resources for non-critical voice and data.

In some cases, the SLA the carrier is willing to commit to may not be 
sufficient to meet the organization’s requirements. The organization then
must determine if the benefits of operating over a shared backhaul outweigh
the risks. A private or mixed network may be an alternative that gives the 
organization more control.

A well-designed QoS architecture is vital for public-safety personnel to be
heard over any Project 25 (P25) or LTE backhaul. P25 and LTE networks will
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